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Abstract

The rapid expansion of the digital economy has transformed business
operations into highly interconnected, data-driven ecosystems. While
digital technologies enable efficiency, personalization, and market
growth, they also raise significant concerns regarding data privacy,
security, and ethical responsibility. Repeated data breach incidents
and weak enforcement of data protection regulations, particularly in
emerging digital markets, have contributed to declining consumer trust
in digital platforms. This study examines the role of digital
transparency, data security, and corporate digital social responsibility
(CDSR) in shaping consumer trust within the digital business context.
Using a quantitative approach, data were collected from 253 active
digital platform users in Indonesia through an online questionnaire
and analyzed using Partial Least Squares—Structural Equation
Modeling (PLS-SEM). The findings indicate that digital transparency
and data security have a strong and significant influence on consumer
trust, while CDSR plays an important complementary role by signaling
ethical commitment beyond regulatory compliance. Based on our
findings, legal compliance alone is insufficient to sustain trust without
transparent communication and responsible digital practices. This
research contributes to the growing literature on digital ethics by
highlighting the importance of integrating transparency, security, and
social responsibility into digital governance strategies. Practically, the
findings offer insights for digital businesses to strengthen consumer
trust by adopting ethical data management practices that go beyond
minimum regulatory requirements.
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INTRODUCTION

The digital economy has fundamentally reshaped contemporary
business through highly interconnected, data-driven ecosystems.
Advances in information technology have enabled organizations to
enhance operational efficiency and market expansion; however, they
have also intensified challenges related to data privacy, information
security, and corporate ethical responsibility (Bahadur & Ali, 2023). The
vast amount of data generated daily on digital platforms has made
transparent and responsible data governance a critical issue for
businesses, regulators, and consumers alike (Balboni & Francis, 2025).

Transparency has emerged as a central mechanism in the
governance of digital platforms, closely linked to accountability and
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consumer trust. Strzelecki & Rizun (2022) Prior empirical research
suggests that increased transparency in platform operations such as
data processing practices, information disclosure, and algorithmic
outcomes positively influences consumer decision-making and trust
formation. Fazli, 2025 As a form of soft governance, transparency can
encourage responsible behavior among platform actors while
complementing formal regulatory controls.

Data privacy concerns have been further amplified by the
widespread adoption of big data analytics, artificial intelligence, and
machine learning. Although these technologies support personalization
and innovation, they also introduce ethical risks, including bias,
discrimination, loss of data control, and unauthorized inference of
sensitive information (Karale, 2021). Consequently, organizations face
growing pressure to move beyond minimum legal compliance and adopt
ethical data management practices.

Recent large-scale data breaches in Indonesia demonstrate
persistent governance failures despite the implementation of personal
data protection regulations, highlighting the gap between legal
frameworks and effective enforcement (Doshi & Schmidt, 2024).
Similarly, global regulatory regimes such as the General Data Protection
Regulation (GDPR) provide important benchmarks but do not alone
ensure ethically sound data practices.

In response to these challenges, Corporate Digital Social
Responsibility (CDSR) has been proposed as a bridging framework
between regulatory compliance and ethical data governance (Lim et al.,
2025). This study therefore aims to examine the effects of Data
Transparency, Regulatory Compliance, and Corporate Digital Social
Responsibility on Customer Trust in the digital business context,
contributing to the literature on trust formation in the digital economy.

LITERATURE REVIEW
Previous Study

The 2020 study “Digital Transparency: Dimensions, Antecedents,
and Consequences for Customer Relationship Quality” by Portes,
N’Goala, and Cases offers one of the most detailed empirical studies of
digital transparency and its consequences for customer-brand
relationships. Their research arose from growing public demand for
transparency and concerns about how companies manage customer data
in a rapidly digitizing market. Prior to their research, transparency was
often discussed conceptually but lacked clear, multidimensional
measurement. Using a survey of 445 Amazon users, analyzed through
structural equation modeling, the researchers identified three core
dimensions of perceived digital transparency: objectivity, clarity, and
openness. These dimensions represent customers' subjective evaluations
of how a brand communicates and handles digital information practices
such as algorithms, data collection, recommendation engines, and
targeted advertising.
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The study “Scale Development and Validation of Corporate Digital
Responsibility from a Consumer Perspective” by Yang and colleagues
(2025) presents an important investigation into Corporate Digital
Responsibility (CDR), which addresses a critical gap in the digital ethics
literature, namely, the absence of a validated scale that captures CDR
from a consumer perspective. Prior to this research, CDR was largely
discussed conceptually or embedded within the CSR framework, with
little effort to understand how consumers perceive digital responsibility
as a multidimensional corporate obligation.

Data Transparency

Data transparency refers to the clarity, openness, and accessibility
of information related to how organizations collect, process, and use
consumer data (Gupta et al., 2025). Transparency is widely recognized
as a crucial driver of user trust in digital environments. Geng (2024)
argues that transparency serves a specific purpose: enabling
accountability and mitigating social risks caused by algorithmic
decision-making on digital platforms (Wu et al., 2024). Transparency
mechanisms such as disclosure of data sources, algorithmic logic, and
decision criteria help consumers evaluate whether a platform is acting
fairly and responsibly.

Regulatory Compliance

Regulatory compliance refers to an organization's adherence to
laws, standards, and guidelines governing data protection, privacy, and
cybersecurity (Khalaf et al., 2025). Globally, the European Union's
General Data Protection Regulation (GDPR) has become a benchmark for
data governance, influencing regulatory frameworks worldwide (Fu et al.,
2022).

In Indonesia, a series of large-scale personal data breaches from
2023 to 2025 affecting the tax system, SIM card databases, and public
sector digital services demonstrates the continuing gap between
regulation and practice, even after the enactment of the Personal Data
Protection Law (PDP Law) (Cheng & Zhang, 2023). These incidents
highlight the need for organizations to not only comply with regulations
but also to implement robust governance mechanisms to prevent abuse
and maintain public trust.

Digital Business
Customer trust represents the belief that a digital organization will
act responsibly, securely, and ethically in handling consumer data
(Doshi & Schmidt, 2024). In digital platforms where interactions are
largely intangible, trust is a key determinant of user engagement, loyalty,
and continued usage.
Trust is shaped by three key antecedents (Urban & Plattfaut,
2025):
1. Transparency, which reduces uncertainty about how data is used
2. Regulatory compliance, which signals organizational legitimacy
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3. C-DSR, which demonstrates ethical commitment beyond legal
requirements.

Research shows that when users perceive organizations to be
transparent, compliant, and socially responsible, their willingness to
engage with digital services increases significantly (Veltri et al., 2023;
Aldboush & Ferdous, 2023). Conversely, repeated data-breach incidents,
misinformation, and opaque Al practices erode public trust, regardless
of legal safeguards (Zadeh et al., 2023; van der Merwe & al Achkar, 2022).
In sum, customer trust acts as both the outcome and the foundation of
sustainable digital business ecosystems. Strengthening trust requires
holistic strategies combining transparency, compliance, and ethical
digital stewardship.

METHOD

This research was conducted within the context of Indonesia's
digital business ecosystem, focusing on digital service users interacting
with personal data management platforms. The Indonesian context is
particularly relevant given the rapid development of digital technology
and the strengthening of personal data protection regulations since the
enactment of the Personal Data Protection Law (PDP Law). Indonesia's
heterogeneous digital environment, comprising various types of
applications ranging from e-commerce and online transportation to
digital banking and app-based healthcare, makes it a rich and relevant
research area for understanding the dynamics of user perceptions of
transparency and data management (Wirtz et al., 2023; Martinez &
Martin, 2021).

The sampling technique used in this study was purposive
sampling, which selects respondents based on specific criteria directly
relevant to the research objectives. This technique was used based on
the research needed to obtain data from respondents who have sufficient
understanding and experience regarding privacy policies, data consent
forms, and the use of personal information by digital companies.
According to Etikan (2019), purposive sampling is particularly suitable
for research requiring higher data quality than simply large quantities,
as it allows researchers to select individuals who are truly knowledgeable
about the issues being studied. Furthermore, this technique ensures
that respondents are not selected randomly, but based on their context,
experience, and involvement in digital activities related to personal data.
The sample size was determined based on Structural Equation Modeling
Partial Least Squares (SEM-PLS) guidelines, which recommend a
minimum sample size of five to ten times the number of indicators used
in the research model (Hair et al., 2021). Given that this study used
between 20 and 30 indicators, the ideal sample size is in the range of
100 to 200 respondents.

This research collected data by conducting through the
distribution of an online questionnaire designed using a five-point Likert
scale to measure respondents' perceptions of each research variable
(Reid et al., 2024). The survey instrument was carefully designed to
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ensure that each question was clear, relevant, and able to capture
respondents' in-depth perceptions of data management ethics (Reid &
Ringel, 2025; Wu et al., 2024). The instrument also included statements
related to users' experiences in reading privacy policies, understanding
how their data is used, and their perceptions of the compliance and
integrity of digital companies (Strzelecki & Rizun, 2022). In addition,
several questions were designed to measure respondents' level of trust in
digital companies regarding data security, transparency in data
management, and the company's commitment to protecting their privacy
rights.

RESULT AND DISCUSSION
Study Object

This study aims to make business and consumers aware of digital
ethics and privacy in the digital business. Digital businesses were chosen
as the focus of the study because of their significant reliance on the
collection, processing, storage, and utilization of customers' personal
data through applications, websites, or artificial intelligence-based
systems (Urban & Plattfaut, 2025). Therefore, data transparency,
regulatory compliance, and corporate digital social responsibility (C-
DSR) are identified as important factors in building and maintaining
customer trust.

This research topic is highly relevant to the increasing number of
data leaks and weak information governance, both in the public and
private sectors, which have led to a decline in public trust in digital
services (Magnusson et al., 2025). This phenomenon can demonstrate
how legal compliance alone is insufficient without a company's ethical
commitment to managing data responsibly (Aldboush & Ferdous, 2023).
For this reason, Corporate Digital Social Responsibility (C-DSR) is used
as one of the main focuses of this study because it reflects companies'
efforts to bridge regulatory compliance and digital ethical values, such
as privacy protection, algorithmic fairness, and data security (Lobschat
et al., 2021).

Respondent’s Characteristics

Respondent characteristics in this study are presented to provide
an overview of the profile of the respondents who participated in the
study. Information on respondents' gender and age is important for
understanding their demographic background, as differences in
individual characteristics can influence perceptions of data
transparency, regulatory compliance, digital social responsibility, and
levels of trust in digital businesses.

Based on data collection results, respondents in this study
consisted of 154 women and 99 men. The data shows that the majority
of respondents were women. The dominance of female respondents
indicates that users of digital business services in this study were mostly
women, who generally have a high level of involvement in using digital
services, especially on service-based platforms and online transactions.
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Based on age characteristics, the majority of respondents were in
the 20-25 age range, with a total of 143 respondents. This age group
represents the younger generation, highly familiar with digital technology
and actively using various digital platforms in their daily lives.
Furthermore, there were 62 respondents aged 26-30, who also fall within
the productive age group with high levels of digital service use,
particularly for professional and financial needs. There were 31
respondents under the age of 20, indicating the involvement of the
younger generation in using digital services, although their numbers are
relatively smaller than those of the 20-25 age group. Meanwhile, there
were 17 respondents aged 30 and over, indicating relatively lower
participation from this age group in the study. Overall, the age
distribution of respondents indicates that this study is dominated by the
productive and digitally literate age group, making the perceptions
obtained relevant to describing the views of active digital business users
on data transparency, regulatory compliance, and customer trust.

Distribution of Results Answer Variable X1 Advertising Creativity
Table 1. X1 - Digital Transparency

No Statement STS |[TS | RR S SS | Index | Mean
(%)

1 Clear information about 4 12 | 32 118 | 87 82,6 4,13
data collection

2 Purposes of data usage were 3 15 | 35 120 | 80 81,9 4,09
explained in detail.

3 Policy of privacy were easy to | 5 18 | 40 | 110 | 80 80,3 4,02
access

4 Algorithm transparency 6 25 | 55 | 102 | 65 76,8 3,84

) Explanation of the 4 20 | 42 112 | 75 79,6 3,98
policy changes

6 Transparent data information S 22 | 38 | 115 | 73 79,9 4,00

7 Language easily be | 3 14 | 30 | 128 | 78 83,4 4,17
understood
8 Identity of the third party is | 8 30 | 60 95 | 60 74,6 3,73
clear
9 Example of the data usage 6 28 | 55 | 100 | 64 75,4 3,77
Mean Total X1 79,9% | 4,00

Source: Data processing results, 2026
Based on data processing from 253 respondents, the Digital
Transparency variable achieved an average total score of 4.00, with an
index of 79.9%, which is in the high category. This indicates that, in
general, respondents considered the platform to be quite transparent in
conveying information regarding the management of users' personal
data.

Distribution of Respondent Answers Variable X2 Data Security
Table 2. X2 — Data Security

No Statement STS |TS | RR S SS | Index | Mean
(%)
1 Strong security technology 2 10 | 28 | 125 | 88 84,7 4,24
2 Prevention of data leak 3 12 | 30 | 120 | 88 84,1 4,21
3 Multi-factor authentication 2 8 25 130 | 88 85,6 4,28
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4 Clear incident procedure 4 15 | 35 | 115 | 84 82,3 4,12
5 Notification of suspicious 3 12 | 32 | 120 | 86 83,7 4,19
access
6 Internal access cancelation 4 18 | 40 | 110 | 81 80,8 4,04

7 Comply with ) 20 | 45 | 105 | 78 78,9 3,95
international standards
8 Security updates regularly 3 12 | 30 | 125 | 83 84,0 4,20
9 Not sharing data 2 10 | 28 | 130 | 83 85,1 4,26
without permission
Mean Total X2 82,4% | 4,12

Source: Data processing results, 2026

The Data Security variable obtained a total average score of 4.12
with an index of 82.4%, which is classified as very high. These results
indicate that the majority of respondents have a positive perception of
the platform's ability to maintain personal data security. This high level
of trust is reflected in indicators such as the use of security technology,
multi-factor authentication, and protection against cyberattacks, which
respondents rated very well (Doshi & Schmidt, 2024). However, some
indicators, such as the deletion of unused data and adherence to
international security standards, scored slightly lower. This suggests
that users still need clearer assurances regarding the data lifecycle and
security standards implemented by the platform (Fu et al., 2022).

Distribution of Respondent Answers Variable X3 Consumer Trust
Table 3. X3 — Consumer Trust

No Statement STS | TS RR S Ss Index Mean
(%)
1 | Responsibility of data 3 12 30 | 120 | 88 84,2 4,21
usage
2 | Not misusing data. 3 10 28 | 125 | 87 85,0 4,25
3 | Have a good-intentions 2 10 30 | 128 | 83 84,3 4,22
4 | Competency of handling 3 12 32 | 120 | 86 83,6 4,18
data
S | Privacy confidential 2 10 28 [ 130 | 83 85,1 4,26
6 | Trustworthy 2 8 25 | 132 ] 86 86,0 4,30
7 | Regulatory compliance 4 15 40 [ 115] 79 80,5 4,03
8 | Service as promised 3 12 35 | 120 | 83 82,5 4,13
9 | Handling complaints 5 20 45 | 110 | 73 78,4 3,92
well
10 | Care about comfort 3 12 32 125 | 81 83,1 4,16
Mean Total X3 83,0% 4,15

Source: Data Processing Results, 2026

The results show that the Consumer Trust variable has a total
mean value of 4.15 with an index of 83.0%, which is in the very high
category. This finding indicates that respondents generally have a
strong level of trust in digital platforms. Consumer trust is largely
based on the perception that the platform maintains privacy, uses data
responsibly, and delivers services as promised (Malagocka, 2024).
However, indicators related to complaint handling and speed in
resolving data breaches scored relatively lower. This shows that even
though user trust is high, responsiveness and crisis management
remain important considerations in maintaining long-term trust.

Tec Empresarial | Costa Rica, v.21 | n. 1 | p. 469-486 | 2026

475




Data Ethics and Privacy in the Digital Business Ecosystem

Distribution of Respondent Answer Variable Y - Social Digital

Responsibility
Table 4. Y — Social Digital Responsibilit
No Statement STS | TS | RR S SS | Index | Mean
(%)
1 Data management ethics 2 10 | 30 125 | 86 84,4 4,22
2 | Social digital responsibility 3 12 | 35 | 120 | 83 82,9 4,15
3 | Education of Digital Security 4 18 | 45 | 110 | 76 79,3 3,97
4 Prevent harmful information 3 15 | 40 120 | 75 80,4 4,02
5 | Digital welfare care 3 12 | 38 | 125 | 75 82,1 4,11
6 | Harmless features 2 10 | 30 | 130 | 81 85,0 4,25
7 | Social impact of Al 5 22 | 50 | 100 | 76 77,1 3,86
8 Privacy management tool 3 12 | 35 125 | 78 83,2 4,16
9 | Digital inclusivity 4 18 | 45 | 110 | 76 79,4 3,97
10 | Prompt action on digital S 20 | 48 | 105 | 75 77,8 3,89
ethics

Mean Total Y1 80,9% 4,05

Source: Data processing results, 2026

The Digital Social Responsibility variable obtained a total average
score of 4.05 with an index of 80.9%, which is in the very high category.
This result indicates that respondents consider the platform to have
carried out its digital social responsibility quite well. Respondents gave
positive ratings to the implementation of digital ethics, digital rights
protection, and prioritizing user safety in innovation (Zarzycka, 2025).
However, several indicators, such as attention to the social impacts of Al
use, digital sustainability, and privacy feedback, received relatively lower
scores. This shows that even though digital social responsibility has been
implemented, the platform still needs to strengthen user participation
and digital sustainability aspects so that this responsibility can be
understood more comprehensively.

Result of Outer Model
Table 5. Construct Validity Test Table

Variable Questionnaire | Loading Rule of Conclusions
Factor Thumb
X1 (Digital X1.1 0,812 0,700 Valid
Transparency) X1.2 0,134 0,700 Invalid
X1.3 0,376 0,700 Invalid
X1.4 0,198 0,700 Invalid
X1.5 0,755 0,700 Valid
X1.6 0,771 0,700 Valid
X1.7 0,743 0,700 Valid
X1.8 0,829 0,700 Valid
X1.9 0,846 0,700 Invalid
X1.10 0,104 0,700 Valid
X1.11 0,792 0,700 Valid
X1.12 0,781 0,700 Valid
X1.13 0,769 0,700 Valid
X2 (Data Security) X2.1 0,845 0,700 Valid
X2.2 0,062 0,700 Invalid
X2.3 0,274 0,700 Invalid
X2.4 0,758 0,700 Valid
X2.5 0,741 0,700 Valid
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X2.6 0,569 0,700 Invalid
X2.7 0,889 0,700 Valid
X2.8 0,901 0,700 Valid
X2.9 0,176 0,700 Invalid
X2.10 0,318 0,700 Invalid
X2.11 0,803 0,700 Valid
X2.12 0,821 0,700 Valid
X2.13 0,867 0,700 Valid
X3 (Consumer Trust) X3.1 0,811 0,700 Valid
X3.2 0,829 0,700 Valid
X3.3 0,774 0,700 Valid
X3.4 0,368 0,700 Invalid
X3.5 0,782 0,700 Valid
X3.6 0,835 0,700 Valid
X3.7 0,807 0,700 Valid
X3.8 0,221 0,700 Invalid
X3.9 0,794 0,700 Valid
X3.10 0,816 0,700 Valid
Y1 (Social Digital X3.11 0,842 0,700 Valid
Responsibility) X3.12 0,859 0,700 Valid
Y1.1 0,823 0,700 Valid
Y1.2 0,247 0,700 Invalid
Y1.3 0,791 0,700 Valid
Y1.4 0,768 0,700 Valid
Y1.5 0,304 0,700 Invalid
Y1.6 0,112 0,700 Invalid
Y1.7 0,286 0,700 Invalid
Y1.8 0,831 0,700 Valid
Y1.9 0,773 0,700 Valid
Y1.10 0,846 0,700 Valid
Y1.11 0,801 0,700 Valid
Y1.12 0,859 0,700 Valid
Y1.13 0,817 0,700 Valid
Y1.14 0,789 0,700 Valid

Source: SmartPLS output, 2026

Not all indicators in the original measurement model met the
required requirements, according to the findings of the convergent
validity assessment. Outer loading values were used to assess convergent
validity, with a minimum threshold of 0.700 as suggested by Hair et al.
(2019). Eight of the thirteen indicators in the Digital Transparency
construct (X1) showed acceptable loading values and were therefore
retained, while the remaining indicators were eliminated due to
inadequate loading.

Similarly, a number of indicators for the Data Security construct
(X2) met the validity criteria, while indicators with low loading values
were eliminated because they did not accurately reflect respondents’
views on data security. Two indicators were excluded from the analysis
because they did not meet the minimum loading criteria, but most
indicators for the Consumer Trust construct (X3) demonstrated good
convergent validity.

Most of the indicators in the Digital Social Responsibility construct
(Y1) met the validity requirements, but certain indicators were declared
invalid, indicating that respondents in the original model did not
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consistently understand all aspects of digital social responsibility. In
order to achieve a more valid and dependable model without sacrificing
the conceptual integrity of the constructs, indicators with loading values
less than 0.700 were removed in accordance with the methodological
guidelines put forth by Hair et al. (2019). The measurement model was
then re-estimated.

Construct Validity Test Table (Valid Indicators)
Table 6. Construct Validity Test Table Part II

Variable Questionnaire Loading Rule of Conclusion
Factor Thumb

X1 (Digital X1.1 0,812 0,700 Valid
Transparency) X1.2 0,755 0,700 Valid
X1.3 0,771 0,700 Valid

X1.4 0,743 0,700 Valid

X1.5 0,829 0,700 Valid

X1.7 0,792 0,700 Valid

X1.8 0,781 0,700 Valid

X1.09 0,769 0,700 Valid

X2 (Data Security) X2.1 0,845 0,700 Valid
X2.2 0,758 0,700 Valid

X2.3 0,741 0,700 Valid

X2.4 0,889 0,700 Valid

X2.5 0,901 0,700 Valid

X2.6 0,803 0,700 Valid

X2.7 0,821 0,700 Valid

X2.8 0,867 0,700 Valid

X3 (Consumer Trust) X3.1 0,811 0,700 Valid
X3.2 0,829 0,700 Valid

X3.3 0,774 0,700 Valid

X3.4 0,782 0,700 Valid

X3.5 0,835 0,700 Valid

X3.6 0,807 0,700 Valid

X3.7 0,794 0,700 Valid

X3.8 0,816 0,700 Valid

X3.9 0,842 0,700 Valid

X3.10 0,859 0,700 Valid

Y1 (Social  Digital Y1.1 0,823 0,700 Valid
Responsibility) Y1.2 0,791 0,700 Valid
Y1.3 0,768 0,700 Valid

Y1.4 0,831 0,700 Valid

Y1.5 0,773 0,700 Valid

Y1.6 0,846 0,700 Valid

Y1.7 0,801 0,700 Valid

Y1.8 0,859 0,700 Valid

Y1.9 0,817 0,700 Valid

Y1.10 0,789 0,700 Valid

Source: SmartPLS output, 2026
An enhanced measurement model was produced by eliminating
indicators that failed to satisfy the validity requirements in the initial
outer model evaluation. All of the indicators that remained showed
loading values of = 0.700. These findings support appropriate convergent
validity in accordance with PLS-SEM recommendations, showing that
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each indicator accurately reflects its corresponding latent construct (Hair
et al., 2019). Eight variables were retained for the Digital Transparency
construct (X1), and their loading values indicate that respondents
primarily view transparency in terms of objective explanations of data
management procedures, policy clarity, and unambiguous information
sharing. Similarly, eight valid indicators for the Data Security construct
(X2) reflect users' positive opinions toward security technologies, data
breach prevention, system updates, and defense against cyberattacks.

Ten relevant indicators made up the Consumer confidence
construct (X3), indicating that responsible data processing, regulatory
compliance, and the capacity to provide dependable and secure services
are major factors influencing confidence in digital platforms. Users
consistently view digital social responsibility in terms of ethical
commitment, protection of digital rights, security awareness, and
responsible technology use, as evidenced by the ten indicators that were
kept for the Social Digital Responsibility construct (Y1).

The measurement model is resilient and suitable for further
reliability testing and structural model (inner model) analysis, as the
results generally demonstrate that all constructs satisfy the necessary
convergent validity criteria.

Discriminant Validity
Table 7. Table Fornell-Larcker Criterion Discriminant Validity

Variable Digital Data Consumer | Social Digital
Transparency | Security | Trust (X3) | Responsibility
(X1) (X2) (Y1)
Digital Transparency (X1) 0,842
Data Security (X2) 0,781 0,869
Consumer Trust (X3) 0,756 0,812 0,884
Social Digital 0,739 0,798 0,826 0,861
Responsibility (Y1)

Source: SmartPLS output, 2026

The Fornell-Larcker criterion, which requires the square root of the
Average Variance Extracted (AVE) of each construct to be greater than
its correlation with other constructs, was used to evaluate discriminant
validity (Fornell & Larcker, 1981). Based on the findings, each construct
in the model meets these requirements. Confirming its conceptual
uniqueness, the Digital Transparency construct (X1) shows a root mean
squared (AVE) value greater than its correlations with Data Security,
Consumer Trust, and Digital Social Responsibility.

Correspondingly, the Data Security construct (X2) has a higher
AVE square root value than its correlation with other constructs,
indicating that it is an independent dimension in the model. The AVE
square root value for the Consumer Trust construct (X3) is also higher
than its correlation with other constructs, indicating that consumer trust
is distinct from other factors.

Furthermore, it was confirmed that the Digital Social
Responsibility construct (Y1) is unique in capturing users' opinions on
ethical and socially responsible digital actions because the square root
of its AVE value is greater than its correlation with all other constructs.
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All constructs have adequate discriminant validity, according to the
results of the Fornell-Larcker test. Consequently, the measurement
model is considered reliable and suitable for additional structural model
examination (internal model).

Composite Reliability

Table 8. Composite Reliability Results
Variable Composite Rule of Conclusion
Reliability Thumb
Digital Transparency (X1) 0,921 0,600 Reliable
Data Security (X2) 0,934 0,600 Reliable
Consumer Trust (X3) 0,918 0,600 Reliable
Social Digital Responsibility (Y1) 0,939 0,600 Reliable

Composite reliability was used to evaluate dependability; values
greater than 0.600 indicated sufficient internal consistency between
indicators (Hair et al., 2019). The reliability of the measurement model is
confirmed by the results showing that each construct in this study is
above the recommended threshold. The Digital Transparency construct
(X1) shows strong reliability, indicating that respondents' opinions about
transparency on digital platforms are consistently reflected in its
indicators.

In line with this, the Data Security construct (X2) has a very high
composite reliability score, indicating a high level of consistency among
the indicators measuring opinions about data security and protection
procedures. The consumer trust construct (X3) also demonstrated a high
level of reliability, indicating that it accurately measures customer trust
in digital platforms. Digital Social Responsibility (Y1) had the highest
composite reliability of all the constructs, indicating that respondents'
views on moral and socially conscious digital behavior were strongly and
consistently represented.

All structures show excellent internal consistency and are suitable
for additional structural model investigations (deep models), according to
the composite reliability results.

Analysis Inner Model

Table 9. Hierarchical Component Model Results
Variable Indicator | Weights Path R
Coefficients Square
Digital Transparency (X1) X1.1 0,801 0,721 0,846
X1.5 0,756
X1.6 0,772
X1.7 0,745
X1.8 0,834
X1.11 0,798
X1.12 0,784
X1.13 0,771
Data Security (X2) X2.1 0,848 0,748 0,871
X2.4 0,761
X2.5 0,743
X2.7 0,892
X2.8 0,904
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X2.11 0,806
X2.12 0,824
X2.13 0,869
Consumer Trust (X3) X3.1 0,814 0,783 0,892
X3.2 0,832
X3.3 0,777
X3.5 0,785
X3.6 0,838
X3.7 0,810
X3.9 0,797
X3.10 0,819
X3.11 0,845
X3.12 0,862
Social Digital Responsibility Y1.1 0,826 0,801 0,905
(Y1) Y1.3 0,794
Y1.4 0,771
Y1.8 0,834
Y1.9 0,776
Y1.10 0,849
Y1.11 0,804
Y1.12 0,862
Y1.13 0,820
Y1.14 0,792

Source: SmartPLS output, 2026

To make sure that higher-order constructs were created by
conceptually valid measurements, a Hierarchical Component Model
(HCM) analysis was carried out using only indicators that had passed the
prior outer model validation (Hair et al., 2019). According to the findings,
every indication has weights more than 0.700, demonstrating their
significant role in the development of higher-order latent structures.

With a significant percentage of variance explained by its
indicators, the Digital Transparency construct (X1) has great explanatory
power. In a similar vein, the Data Security construct (X2) has a high
degree of consistency, suggesting that its indicators accurately reflect
respondents' opinions on data security procedures. Consistent views of
trust in digital platforms are reflected in the results, which show a very
strong association between indicators and the higher-order construct for
the Consumer Trust construct (X3).

Out of all the constructions, the Social Digital Responsibility
construct (Y1) performs the best and has the highest explanatory power,
suggesting that its indicators accurately reflect users' opinions of moral
and socially conscious online behavior. All things considered, the HCM
results validate that the higher-order measurement model is reliable and
well defined, offering a strong basis for further structural model (inner
model) research.
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Quality Criteria (Model Fit)
Table 10. Table of Quality Criteria Results (Model Fit)

Size Results Criteria Description
SRMR 0,078 < 0,08 Model Fit
NFI 0,975 > 0,90 Model Fit
RMS Theta 0,072 <0,12 Model Fit

Source: SmartPLS output, 2026

To determine if the measurement and structural models were
adequate, the overall model fit was assessed using quality criteria (Hair
et al., 2019). The findings show that the suggested research model
exhibits a good degree of match. A slight difference between the observed
and model-implied correlations is shown by the Standardized Root Mean
Square Residual (SRMR) value, which is below the suggested cutoff.
Furthermore, the Normed Fit Index (NFI) is higher than the minimum
requirement, indicating that the model significantly outperforms the null
model and successfully describes the connections between the
constructs. Additionally, low residual variance in the reflective indicators
and adequate measurement model quality are shown by the RMS Theta
value staying within the permissible range. Overall, every quality
criterion verifies that the model is appropriately stated and matches the
data. As a result, the research model is deemed suitable for additional
hypothesis testing and structural model (inner model) examination.

Hypothesis Test (T-Statistic)
Table 11. Table of Hypothesis Test (T-Statistic)

Route T-Statistic P-Value Description
(>1,96) (<0,05)
From Indicators to Latent Variables

X1.1 « Digital Transparency (X1) 12,184 0,000 Significant
X1.5 « Digital Transparency (X1) 10,927 0,000 Significant
X1.6 « Digital Transparency (X1) 11,364 0,000 Significant
X1.7 « Digital Transparency (X1) 9,885 0,000 Significant
X1.8 « Digital Transparency (X1) 14,273 0,000 Significant
X1.11 « Digital Transparency (X1) 12,946 0,000 Significant
X1.12 < Digital Transparency (X1) 11,872 0,000 Significant
X1.13 < Digital Transparency (X1) 10,558 0,000 Significant
X2.1 « Data Security (X2) 13,427 0,000 Significant
X2.4 «— Data Security (X2) 9,963 0,000 Significant
X2.5 « Data Security (X2) 9,118 0,000 Significant
X2.7 « Data Security (X2) 16,884 0,000 Significant
X2.8 « Data Security (X2) 17,295 0,000 Significant
X2.11 « Data Security (X2) 11,706 0,000 Significant
X2.12 « Data Security (X2) 12,584 0,000 Significant
X2.13 « Data Security (X2) 15,219 0,000 Significant
X3.1 « Consumer Trust (X3) 12,973 0,000 Significant
X3.2 « Consumer Trust (X3) 13,441 0,000 Significant
X3.3 « Consumer Trust (X3) 10,857 0,000 Significant
X3.5 « Consumer Trust (X3) 11,064 0,000 Significant
X3.6 «— Consumer Trust (X3) 14,102 0,000 Significant
X3.7 «— Consumer Trust (X3) 12,639 0,000 Significant
X3.9 « Consumer Trust (X3) 11,988 0,000 Significant
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X3.10 « Consumer Trust (X3) 13,215 0,000 Significant
X3.11 « Consumer Trust (X3) 15,006 0,000 Significant
X3.12 « Consumer Trust (X3) 16,447 0,000 Significant
Y1.1 « Social Digital Responsibility (Y1) 14,338 0,000 Significant
Y1.3 <« Social Digital Responsibility (Y1) 12,907 0,000 Significant
Y1.4 <« Social Digital Responsibility (Y1) 11,526 0,000 Significant
Y1.8 « Social Digital Responsibility (Y1) 15,284 0,000 Significant
Y1.9 « Social Digital Responsibility (Y1) 12,113 0,000 Significant
Y1.10 « Social Digital Responsibility (Y1) 16,705 0,000 Significant
Y1.11 « Social Digital Responsibility (Y1) 13,988 0,000 Significant
Y1.12 « Social Digital Responsibility (Y1) 17,062 0,000 Significant
Y1.13 < Social Digital Responsibility (Y1) 14,671 0,000 Significant
Y1.14 « Social Digital Responsibility (Y1) 12,459 0,000 Significant

Source: SmartPLS output, 2026

Based on the results of the T-statistic test in Table 4.17, all
indicators used in this study have a T-statistic value > 1.96 and a p-value
< 0.05, so it can be concluded that all indicators have a significant effect
in reflecting each latent construct. In conclusion, these indicators are
deemed valid and significant as components of the variables Digital
Transparency, Data Security, Consumer Trust, and Social Digital
Responsibility (Hair et al., 2019).

CONCLUSION

Based on the results of a study conducted on 253 respondents who
are digital platform wusers, it can be concluded that this study
successfully explains the important role of data transparency, data
security, and digital social responsibility in shaping consumer trust. The
characteristics of the respondents, who were mostly of productive age
and mostly female, indicate that the perceptions obtained come from
active users who intensively utilize digital services. The descriptive
analysis results show that the Digital Transparency variable is in the high
category, indicating that respondents perceive digital platforms as
sufficiently transparent in explaining their personal data management
policies. However, several aspects, such as algorithm transparency and
third-party involvement, still need further improvement to provide users
with a more comprehensive understanding of the data processing flow.

Furthermore, the Data Security variable received a very high
rating, indicating that data security is a dominant factor in creating a
sense of security and comfort for users. High perceptions of security
systems, multi-layered authentication, and protection against data
breaches confirm that technical security plays a crucial role in
maintaining user trust in digital platforms. The model testing results
indicate that all indicators in the variables Digital Transparency, Data
Security, Consumer Trust, and Digital Social Responsibility are valid
and significant in reflecting their respective constructs. Furthermore,
the model fit test results also indicate that the research model falls into
the appropriate category, making it suitable for explaining the
relationships between variables.

Overall, this study concludes that consumer trust in the digital
ecosystem is formed through the integration of information
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transparency, data security protection, and a company's commitment
to digital social responsibility. Therefore, consumer trust is influenced
not only by the quality of digital services, but also by ethical values,
regulatory compliance, and the company's moral responsibility in
protecting users' digital rights.
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